NETWORKING FUNDAMENTALS

Lifecycle of a
Web Request — :

—>[ ( ( o ]—> o
From pressing Enter to pixels on your screen—and \ — /
every DNS lookup, packet hop, handshake, server Device Router Internet Server

call, and browser task in between.

REQUEST - INTERNET - RESPONSE

HTTP RESPONSE

Core idea HTTP is the message. DNS finds an address. IP routes
packets. Transport delivers bytes. TLS protects them.



MENTAL MODEL

One click, many systems

A single page load crosses multiple layers—and usually triggers many more requests.

) 4 N\ 4
Browser DNS Local network Internet Connection Edge Origin Browser
Build request Find IP Reach gateway Route packets TCP/QUIC + TLS CDN / WAF /LB App + data Render pixels

\_ J \. \_ \ J L J L

The same data is wrapped at

each Iayer HTTP data TLS records | TCP seg;\::ir;tt / Quic IP packet Wi-Fi / Ethernet

Endpoints understand the full HTTP message.

Routers in the middle mostly forward IP packets.

Lifecycle of a Web Request

(A PAGE IS A REQUEST GRAPH)

HTdML often triggers CSS, JavaScript, images, fonts, ARadissanalidies»
and more.




ON YOUR DEVICE

1. The browser prepares the request

Before any packet leaves, the browser parses the URL and checks whether it already has the answer.

00 https://shop.example.com/products?id=42
https shop.example.com [products ?id=42
Scheme Host Path Query

l

Browser constructs method, headers, cookies, and body

GET /products?

id=42 Host Accept Cookie

Lifecycle of a Web Request

CHECKS BEFORE NETWORK

{
Memory or disk cache

[
Service worker interception

o
HTTPS and HSTS rules

{
Existing DNS / connection state

{
Content security and cookie policy

[ A cache hit can end the journey here. ]




NAME RESOLUTION

2. DNS turns a name into an IP address

The browser needs a routable address for the host before it can connect.

FAST PATH

Browser cache

recent answer

!

OS cache

shared on device

!

.

Recursive resolver

router / ISP / public DNS

(CACHE MISS: RECURSIVE LOOKUP\

J

If any cache has a valid TTL, the

answer returns immediately.

Lifecycle of a Web Request

Resolver Root .com TLD Authoritative
— — —
asks on your behalf where is .com? where is example.com? A/ AAAA / alias answer
203.0113.42 cached with a time-to-live (TTL)

DNS locates a service endpoint. It does not decide the hop-by-hop internet path.



LOCAL NETWORK

3. Your device reaches the local gateway

The operating system wraps data in layers and sends a frame over Wi-Fi or Ethernet.

ENCAPSULATION

[ HTTP request Application data ]
[ TLS Encrypted records ]

[ TCP or QUIC Delivery / streams ]

[ IP Source + destination IP ]

[ Wi-Fi | Ethernet Local frame + MAC ]

Each link can use a different frame type. The IP packet
continues toward the same destination.

Lifecycle of a Web Request

Find the gateway's local MAC address

ARP / ND
ﬁ —
[ [ J [ J [ J ]
Private IP Home gateway
192.168.1.20 + NAT ISP network
NAT MAPPING

192.168.1.20:53014 - public-ip:62001

The router rewrites the private source address/port and remembers how to
map the reply back.



INTERNET ROUTING

4. Routers move packets across the internet

Every router chooses a next hop; no single machine plans the entire journey.

Home ISP ISP Transit Peering

CDN Edge

Gateway Access Core AS 64530 PoP

AS 64520 Exchange

Destination prefix: 203.0.113.0/24

Each hop consults a routing table and forwards the packet to a neighboring router.

Routing table BGP Hop limit Asymmetry
Longest-prefix match chooses the next Networks advertise which IP prefixes TTL / Hop Limit prevents packets looping The response may take a different route
hop. they can reach. forever. back.

Lifecycle of a Web Request



TRANSPORT + SECURITY

5. The client establishes a secure connection

The exact handshake depends on whether the site uses HTTP/1.1, HTTP/2, or HTTP/3.

HTTP/11ORHTTP/2 HTTP/3

N _/

Client Server Client
SYN

[
L

QUIC Initial + TLS

Server

v

SYN + ACK

A

ACK

Handshake response

A

\ 4

TLS handshake

\ 4

Encrypted HTTP/3 request

v

Encrypted HTTP request

\ 4

QUIC runs over UDP and integrates TLS. Multiple streams avoid one lost

packet stalling every request.

TCP establishes reliable byte delivery. TLS then authenticates the server C TLS PROTECTS CONTENT—not destination IP or packet timing )

and negotiates encryption keys.

Lifecycle of a Web Request



AT THE DESTINATION EDGE

6. Edge infrastructure receives the request

Many sites terminate the connection at a nearby edge before forwarding anything to the origin.

Edge PoP

nearby location

Nearer edge

Lifecycle of a Web Request

DDoS

absorb floods

WAF

inspect request

TLS

decrypt safely

Cache

serve if fresh

BLOCK / CHALLENGE -

suspicious traffic

reduces round-trip time

Shared protection filters abuse before origin

Proxy /LB

choose backend

CACHE HIT « respond from edge

Load balancing

spreads traffic across healthy

servers

Origin

application




INSIDE THE ORIGIN

/. The server creates the response

The request is routed through application logic, caches, databases, queues, and external services.

RESPONSE EXAMPLE

Web server Router Middleware Handler
parse HTTP method + path auth / validation business logic /

content-type: text/html
cache-control: max-age=300
content-encoding: br
set-cookie: session=...

Cache Database Queue External API

fast reads durable state background work other service

<!doctype html>
<htm1l>..

Response = Status code + headers + body e.g., 200 OK e Content-Type « Cache-Control « HTML / JSON / igl,atgg
Observability—logs, metrics, and traces—records
what happened across these steps.

Lifecycle of a Web Request



BACK TO YOUR DEVICE

8. The response returns—and the browser renders it

Packets travel back, are decrypted and reassembled, then become DOM, layout, paint, and pixels.

e _J
Internet route

Decrypt + reassemble

Origin / edge = NAT maps reply
BROWSER RENDERING PIPELINE
HTML CSS Style Layout
DOM CSSOM Render tree Geometry

Composite

JavaScript can modify the DOM/CSSOM and trigger more work. HTML also discovers subresources, creating additional web requests.

Lifecycle of a Web Request



PERFORMANCE

Where does the time go?

An illustrative waterfall separates network setup, server wait, transfer, and browser work.

ILLUSTRATIVE PAGE LOAD

DNS . 20 ms
Connect - 35 ms
TLS - 45 ms
Request - first byte — 120 ms
Download - 60 ms
Render _ 90 ms

) 100 200 300 m'”'s%od“f

TTFB includes request travel, server processing, and the first byte traveling back.

Lifecycle of a Web Request

C IMPROVE THE BOTTLENECK )

DNS / connect Cache and reuse
connections

Distance serve from a nearby CDN
edge

Server optimize code, cache, and
database

Payload compress and send fewer
bytes

Render reduce blocking CSS/JS

and main-thread work

M



COMPLETE JOURNEY

End-to-end recap

A web request is a layered round trip—not a direct conversation between a browser and one server.

s s e e
Browser DNS Gateway Routers TLS/QUIC Edge Origin Response Browser
prepare resolve frame + NAT forward secure filter/cache process return render
. J \ J . . J U J \ J U J .
response path
e A N

Names - addresses

DNS gives an endpoint; routing moves packets
toward it.

Lifecycle of a Web Request « End

Layers have different jobs

HTTP describes meaning, TLS protects, transport
delivers, IP routes.

One page means many requests

The first HTML response starts a graph of
dependent resources.
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